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Abstract 

The development of system services this year is increasing, especially SaaS services. In SaaS services, the need 

for information security is quite important. One of the solutions to improve security in the system is to harden the 

server used. Hardening can be done if you have configuration data on the design and controls for information 

security issues. This study aims to implement CIS Security to find out the results of an audit from CIS Benchmark 

in the form of an assessment so that it can improve the security of the Centos 6.10 operating system with 

recommendations from CIS Security. This research is building a system to conduct an audit on a server with the 

Centos 6.10 operating system; then, the audit results will be displayed in the data so that it is easier to read and 

can be used as material for evaluation for better SaaS service installations. In this security auditor system, there 

are two servers: a testing server and a pool server. Server testing is a server that will be audited using an audit 

program that is adjusted to the CIS Benchmark. This audit program is written in a bash script language. Audit 

results can be sent to the pool server and displayed by the pool server with a web page. This server pool uses PHP 

as the backend, with MySQL as data management. Audit results can be sent to the pool server and displayed by 

the pool server with a web page. This server pool uses PHP as the backend, with MySQL as data management. 

Audit results can be sent to the pool server and displayed by the pool server with a web page. This server pool 

uses PHP as the backend, with MySQL as data management. 

At the same time, use the Bootstrap framework to beautify the front end. The server pool environment is run with 

docker virtualization. Based on the analysis, the results are a security auditor system for standardizing server 

installations in SaaS services using CIS Benchmarks. Building a security auditor requires standardization that has 

been recognized worldwide. CIS Control has an important link in the implementation of ISO 27001. The system 

can give a value to each audit result run on the testing server with CIS Benchmark based on CIS Control. In 

addition, this system provides a checklist of audit results data that System Administrators can use to evaluate 

server installations on SaaS services. 
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1. INTRODUCTION 

In the industrial era 4.0, the world's dependence 

on online services is getting higher. Thus the need for 

internet-based services is increasing. Along with the 

higher demand, traffic and services, cyber threats are 

also increasing. Threats(Yudha and Panji, 2018)it 

consists of Threats to service providers, which 

generally have threats on the server side such as SQL 

Injection, command injection, command execution, 

file inclusion, and server take over. Meanwhile, from 

the internet provider side, threats can be in the form 

of DDOS, smurfing, ARP poisoning, and BGP 

Attacking. Apart from threats to service providers, 

users are also threatened with security attacks such as 

client-side hacking, XSS, CSRF injection, viruses, 

trojans, etc.(Afif, 2017). In another approach, the 

attack can be in the form of social engineering where 

the methods used to obtain important information by 

deceiving the owner of the information, the 

mechanism can be done by telephone, internet 

applications, and other approaches such as using XSS 

techniques. 

CIS Security is a method developed by CIS, 

whose mission is to identify, develop, validate, 

promote, and maintain the best solutions for cyber 

defense, building a societal mindset to improve a 

trusted environment in cyberspace. The method 

developed is the crowdsourcing model (involvement 

of other parties in the development of content and 

resources). CIS applies crowdsourcing in a closed 

manner (closed contribution). CIS Security(Sedano 

and Salman, 2021)has programs in environments 

such as CIS Control, CIS Benchmark, CIS 

Communities, and CIS Cybermarket. 

In this study, the authors used objects in SaaS 

services developed by a technology and information 

company in Jogja. This SaaS is an academic system 

service for tertiary institutions with integrated 

compliance with DIKTI regulations. This system is 

known as E-campuz which manages the process of 

admission, registration, payment, academics, 

PDDikti reporting and student portals(Rozady, 2022). 

The use of this E-campuz system based on Cloud 

Computing with the SaaS model. The e-campuz 

service runs in the cloud, and the author will analyze 

the security of this service based on CIS benchmark 
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implementation standards(Najib, 2021). The purpose 

of this study is to obtain security checklist data on 

SaaS services with CIS Control using CIS 

Benchmark, improve security in SaaS services by 

implementing CIS Control standardization from CIS 

Security, implementing ISO 27001 based on CIS, and 

control on SaaS services, and helping System 

Administrators in evaluating routine Saas service 

installations. 

1.A.  Information Security Management System 

Information security in cyberspace or 

cybersecurity is technology, processes and practices 

designed to protect networks, computers, programs 

and data from attack, damage or unauthorized 

access.(Sari et al., 2020). Cyber security is also 

referred to as an effort to protect information from 

cyber attacks. Information Security Management 

System is a management system related to the 

implementation of information security in an 

organization which includes the activities of 

designing, implementing, and maintaining an 

integrated series of processes and systems to 

effectively manage information security, especially 

confidentiality, integrity, and availability of 

information assets while minimizing risk. that goes 

with it. 

1.B.  ISO 27001 

ISO 27001 is a management system standard 

issued by ISO (International Organization for 

Standardization) in collaboration with IEC 

(International Electrotechnical Commission) which 

focuses on information security systems. This 

standard uses a control-based management approach 

based on risk analysis. This standard is widely 

applied, especially for companies/organizations that 

consider that information is a company asset that 

must be protected(February and Fitria, 2019). 

Furthermore, ISO/IEC 27001 is explained as one of 

the methods with information security standards 

issued by the International Organization for 

Standardization and the International 

Electrotechnical Commission. ISO 27001 is also 

defined as an information security management 

system standard document(Arini, 2019)or 

Information Security Management System, 

commonly called ISMS, which provides a general 

description of what an institution should do in their 

efforts to evaluate, implement, and maintain 

information security based on best practices in 

information security. 

1.C.  CIS Benchmarks 

CIS Benchmarks are configuration baselines 

and best practices for configuring systems securely. 

Each guidance recommendation refers to one or more 

CIS Controls developed to help organizations 

enhance their cyber defense capabilities. CIS 

Control(cisecurity, 2022)maps to many defined 

standards and frameworksregulations, including the 

NIST Cyber Security Framework (CSF) and NIST SP 

800-53, the ISO 27000 series of standards, PCI DSS, 

HIPAA, and others. It can also be interpreted as CIS 

Benchmark(Prastika et al., 2018)is a best-practice 

published by the Center for Internet Security (CIS) 

and documented for securely configuring IT systems, 

software, and networks. CIS Benchmarks are 

developed through a unique consensus-based process 

that engages a worldwide community of 

cybersecurity professionals and subject matter 

experts, each of whom is continuously identifying, 

refining, and validating security best practices within 

their area of focus. 

2. METHODOLOGY 

2.A.  System Design 

The process design in this study is explained in Figure 

1. To run the audit program, starting from the 

administrator logging in to the server, then 

downloading the program first, then running the 

program on the server to be audited. 
Figure 1. Use case diagram of running an audit program 

 

Use Case Diagram for viewing and 

downloading audit results data is illustrated in Figure 

2, namely when the administrator logs in to the web 

admin then the administrator can see which servers 

have been audited and the administrator can 

download audit results data from the server pool. 
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Figure 2. Use case diagram for viewing and downloading data 

 

Activity Diagram Audit process is described as 

having 3 parts, namely the administrator, system and 

server pool. The administrator is an actor. The three 

parts are interconnected starting from the 

administrator logging in as root to the system/server 

to be audited then downloading the audit program, 

then the next is running the audit program so that the 

system will process each audit simultaneously with 

the system displaying audited data on the monitor, 

then if the server has a connection, it will immediately 

send data to the server pool, otherwise an error 

message will appear on the screen. After the server 

pool gets data from the system being audited, the 

server pool will process the data into visual data and 

documents which can then be downloaded by the 

administrator. 

sequenceThe diagram in the application made 

by the author is described in Figure 3, explaining the 

Admin flow when opening the all audit page. This 

happens when the Admin opens the all audit page the 

system will immediately validate whether the Admin 

is logged in or not, if not he will be redirected to the 

login page, if he is he will display the all audit page. 

 

Figure 3. Sequence Diagram viewing all audit data 

2.B.  Interface Design 

In this system the interface design is divided 

into two types, namely the interface design for the 

console base and also for the web base. Figure 4 

describes the Console Base design which is the 

interface design when running an audit program 

based on CIS Benchmark. This audit program will be 

written in python. The monitor screen will display all 

data that has been audited and will appear on the 

monitor screen. 

 

Figure 4. Console base interface design 

 

The interface design in web form is illustrated 

in Figure 5. This page is for the dashboard display on 

a web browser, so on this page you can immediately 

see the audit results and also a button to download the 

audit results in PDF form. 

 

 
Figure 5. Web base interface design 

3. DISCUSSION 

In this study the CIS Benchmark script was 

written using the bash programming language, in 

CIS_CentOS_Linux_7_Benchmark_v2.1.1 there are 

223 points that are executed to document the 

configuration of an audited system as illustrated in the 

results of Figure 6. 
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Figure 6. Display of audit results 

 

After these points have been audited, an 

assessment will be carried out based on the Profile 

Definitions of the CIS Benchmark. 

3.A.  Assessment Information 

The assessment status indicates whether compliance 

with the recommendations provided has an impact on 

assessing the benchmark score on the server being 

audited. The following is a benchmark of the status 

used: 

 

1) SCORED, Failure to comply with the 

"SCORED" recommendations will lower the 

final benchmark score. Compliance with the 

"SCORED" recommendations will increase the 

final benchmark score. 

2) NOT SCORED, Failure to comply with the "Not 

Scored" recommendations will not degrade the 

final benchmark score. Compliance with the 

"Not Scored" recommendation will not increase 

the final benchmark score. 

3.B.  Profile Definitions 

Profile Definitionsor the profile definition based 

on CIS is divided into 4, namely: Level 1 – Server, 

Level 2 – Server, Level 1 – Workstations and Level 2 

– Workstations. Each profile has various 

characteristics and purposes, here are the complete 

definitions: 

1) Level 1 – Server, Items in this profile are meant 

to be practical and discreet; Provides clear 

security benefits; and Does not inhibit the use of 

technology beyond acceptable capabilities. 

2) Level 2 – Server, This profile extends the "Level 

1 - Server" profile. Items in this profile exhibit 

one or more of the following characteristics: 

Intended for environments or use cases where 

safety is paramount; Acts as a defense in depth; 

May negatively hinder technology utility or 

performance. 

3) Level 1 – Workstation, consists of Be practical 

and wise; Provides clear security benefits; and 

Does not inhibit the use of technology beyond 

acceptable capabilities. 

4) Level 2 – Workstations, This profile extends the 

"Level 1 - Workstations" profile. Items in this 

profile exhibit one or more of the following 

characteristics : Intended for environments or use 

cases where safety is paramount; Acts as a 

defense in depth; May negatively hinder 

technology utility or performance.  

The developed system can carry out the process of 

storing audit results based on CIS benchmarks as 

shown in Figure 7. 

Figure 7. The process of storing and sending audit results 

 

The results of system testing, scripts on the server can 

run and provide test results in the form of a CIS 

security score to be displayed from the front end. The 

CIS security score uses an assessment profile and 

profile definitions, the results of this system can be 

seen in Figure 8. 

Figure 8. Audit results 
 

 

 

4. CONCLUSIONS AND 

RECOMMENDATIONS 

Based on the research that was conducted during 

the Security Auditor Implementation for Server 
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Installation Standardization in SaaS Services Using 

CIS Benchmark, it can be concluded that system 

design requires recognized standardization related to 

information security management, one of which is the 

ISO 27001 standard. The system created adopts ISO 

27001 using CIS Security To run CIS Control on a 

system requires the process of reading and 

documenting the configuration on a server. The 

process of reading and documenting configurations 

based on CIS Control based on CIS Benchmarks. The 

design of the security auditor system can run well and 

can be implemented with a script that is run to audit a 

Linux operating system, frontend and backend 

development using PHP. 

Suggestions needed for the development of this 

system such as adding some audit scripts on operating 

systems other than Centos. Because currently the CIS 

Benchmark script only runs on the Centos operating 

system. Adding a module or feature that is used to add 

users to the application. Because at this time, adding 

users is still going through the database. Added a 

feature to filter audit results data to make it easier to 

search for data. 
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